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ABSTRACT — Now a days, we are facing with network threats that cause enormous damage to
the Internet community day by day. In this situation, more and more people try to prevent their
network security using some traditional mechanisms including firewall, Intrusion Detection
System, etc. Among them “Honeypot” is a versatile tool for a security practitioner, of course,
they are tools that are meant to be attacked or interacted with “to gain more information about
attackers, their motives and tools”.

In this paper, we will describe usefulness of low-interaction honeypot and high-
interaction honeypot and comparison between them. And then we propose hybrid honeypot
architecture that combines low and high -interaction honeypot to mitigate the drawback. In this
architecture, low-interaction honeypot is used as a traffic filter. Activities like port scanning can
be effectively detected by low-interaction honeypot and stop there. Traffic that cannot be handled
by low-interaction honeypot is handed over to high-interaction honeypot. In this case, low-
interaction honeypot is used as proxy whereas high-interaction honeypot offers the optimal level
realism. To prevent the high-interaction honeypot from infections, containment environment
(VMware) is used.

Keywords—Lowe-interaction honeypot, High-interaction honeypot, VMware, Proxy, etc.

1, INTRODUCTION

These days, network security is threatened by the attacker, and we need to prevent
viruses and worms from penetrating the network with the use of patches and security
update software. But no network is impenetrable in time; the network security shall
be compromised.

Those who integrate honeypots into their network take a different approach. The
purposes of honeypot are to detected and learn from attacks and use that information
provides network security. Honeypots are analyzed by their role of application, which is
meant it can be used for production and research. To describe them in greater detail, it is
necessary to explain the level of interaction with the attacker. This paper is organized as
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followed. In section 2, we describe definition of honeypot. In section 3, we explain
characterizes of low-interaction honeypot, high-interaction honeypot and comparison
between them. In section 4, we describe community between low-interaction honeypot
and high-interaction honeypot , its application and conclusion are discussed in section 5.

2, DEFINITIONS OF HONEYPOT

According to Lance Spitner, author of Honeypots, Tracking Hackers , ™A honeypot
is security resource whose value lies in being probed, attacked, or compromised”.

A honeypot is a system that is built and set up in order to be hacked. Honeypot
can be used in a different scenario as intrusion detection facility (burglar alarm),
defense or response mechanism. Moreover, Honeypot can be deployed in order to
consume the resources of the attacker or distract him from the valuable targets and slow
him down that wastes his time on the honeypot instead of attacking production systems .
The main functions of a honeypot are:

To divert the attention of the attacker from the real network, in a way that the main

information resources are not compromised

to capture new viruses or worms for future study

to build attacker profiles in order to identify their preferred attack methods,
similar to criminal profiles used by law enforcement agencies in order to identify
a criminal's modus operandi

to identify new vulnerabilities and risks of various operating systems, environments
and programs which are not thoroughly identified at the moment.

3, LEVEL OF INTERACTION OF HONEYPOT

The level of interaction is defined as the range of attack possibilities that a
honeypot allow an attacker to have, where as it can be classified as high- interaction
honeypot and low interaction honeypot.

3.1.High- Interaction Honeypot

In high- interaction honeypot, attacker interacts with real operating systems,
services and programs and it can be used to observe the attackers behavior, their tools,
motivation and explored vulnerabilities. . Tools like Sebek can help high-interaction
honeypot to instrument to log and/or system calls. A high- interaction honeypot can be
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installed inside a virtual machine using virtualization software such as VMware, Qemu
and Xen.

. However, an effort is made in the architecture to reduce the load of high-
interaction honeypots by preprocessing the traffic using low-interaction honeypots as
much as possible. Example of high-interaction honeypot is honeynet.

A honeynet is a network of multiple systems. Honeynet can collect in-depth
information about attackers, such as their keystrokes when they compromise a system,
their chat sessions with fellow black hats, or the tools they use to probe and exploit
vulnerable systems. This data can provide incredible insight on the attacker themselves.
The advantage with honeynet is that they collect information based on the attackers'
actions in the wild.

3.2. Low- Interaction Honeypot

On low- interaction honeypot , there is no operating system that an attacker
can operate on. Tools are installed in order to emulate operating systems and services.
And they interact with the attackers and malicious code. This will minimize the risk
significantly. This kind of honeypot has a small chance of being compromised. It is
production honeypot.

Typical use of low-interaction honeypot includes; port scans identification,
generation of attack signatures, trend analysis and malware collection. On the other hand,
this is also a disadvantage . It is not possible to watch an attacker interacting with the
operating system, which could be really interacting. Example of low interaction
honeypot is honeyd.

Honeyd is an open source low interactivity honeypot system that creates virtual hosts

that can be configured to run arbitrary services and their personality can be adapted so
that they appear to be running certain operating systems.
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Fig. 2: A simplified view of the honeyd architecture

3.3. Comparison between low- interaction and high interaction honeypot

Low-interaction | High-interaction
honeypot honeypot
Degree of Low High
Involvement
Real Operating] No Yes
System
Risk Low High
Information Connections All
Gathering
Compromised No Yes
Wished
Knowledge to Run | Low High
Knowledge to Low Mid-High
Develop
Maintenance Time | Low Very High
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4 HYBRID HONEYPOT ARCHITECTURE

In our experiment, both low- interaction honeypot and high interaction honeypot
are deployed Also low-interaction honeypot is more secure than high- interaction
honeypot because of running real service; it lacks the ability to provide a good level of
realism. However, high- interaction honeypot provides the best possible level of realism
but it has more risk.

To provide an extensible infrastructure for honeypot deployment and
development of detection mechanisms on top, good properties of both types have to be

combined. ‘g
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Fig. 3:Hand off and filtering mechanism

In this system, low- interaction honeypot act as lightweight proxy . We want high-
interaction honeypot to process all traffic destined to black IP address space. We need to
offload them as front end to high-interaction honeypot because it is instrumented
machines. Honeyd has the appropriate properties to play the role of the front end
and acts as a filtering component. The lightweight proxy responds only to TCP/SYN
requests to ports that is open. For any other ports, it just absorbs and records the packets
received. When the three-way handshake has completed properly between the attacker
and the low- interaction honeypot, the connection must be handoff to the appropriate
high-interaction honeypot . At this point, also referred as zero point, the low-interaction
honeypot set as a connection with the high- interaction honeypot.

The low interaction honeypot sets as like relay agent. Any application level data
coming from attacker is forwarded to the high interaction honeypot and vice versa, until
the connection is terminated. This behavior is embedded to the honeyd implementation,
know as proxy mode.
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Figure 4: An example of connection hand-off

4.1.  Application of the hybrid framework

In this section, we discuss the applicability of this framework that included
distributed lightweight proxy deployment, a centralized VMware system, and the
connection handoff to solving some of the standard problems in Internet thread detection
and resolution.

4.2. Detection

One unique application of the hybrid framework is to the area of worm
detection. Recall that the back-end component of actual hosts serving as honeypots. Our
novel worm propagation detection mechanism actually watches for the propagation of
worms. Worms often use the same propagation method from host to host; we can apply
the same content check summing algorithm to packet out of the backend honeypot and
match them to the MD5 of the inbound connection. A matching outbound signature that
matches an inbound handoff signature is even a higher indicator of self propagation code.
Here, we give criteria that characterize the methodology that was applied to evaluation
attack detection quality .

The following criteria characterize the methodology used to evaluate attack
detection:
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Attack Detection Setup: The setup used to evaluate attack detection.
Parameters can be either:

- real-world deployment: The system was deployed in a productive
network.
- lab deployment, real-world attacks: The role of the attacker is assigned
toa host/user in the lab environment. We use real world attacks.
- lab deployment, synthesized attacks: The role of the attacker is
assigned to a host/user in the lab environment. We use synthetic attacks.
- lab deployment, replayed attacks: Replay of real-world traffic traces.
This includes modifications such as sanitization and attack injection.
» Measured Parameter. It can be either:
— FP: False Positives
— FN: False Negatives
— TP: True Positives
— TN: True Negatives
» Probe Size: The number of different attacks (true positives/false negatives) or the
number of benign interactions (true negatives/false positives) if available.
« Establishment of Ground Truth. Parameters can be either:
— manual analysis: We did a manual analysis to find the actual number of attacks.
— reference system: The number of identified attacks was compared to the number of
attacks found by a reference system.
— attack injection: A specific number of attacks were injected.

— attack only: All interactions with the system belonged to attacks. Hence, this allows
true positive/false negative analysis only.

— benign only: All interactions with the system were benign. Hence, this allows true
negative/false positive analysis only.

— concept: The applied attack detection concept guarantees a minimum/maximum value
for the measured parameter(s).

4.3. Signature Quality

The following criteria characterize the methodology used to evaluate signature quality:

* Signature Generation Setup: The setup used to generate the set of signatures for the
signature quality assessment.
Parameters can be either:

— real-world deployment: The system was deployed in a real world network environment
while generating the set of signatures.
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— lab deployment, synthesized traffic: The traffic used to generate the signature set was
either hand-crafted or dynamically generated using a tested.

— lab deployment, replayed traffic traces: The traffic used to generate the signature set
was generated by replaying a set of (real-world) traffic traces.

— lab deployment, replayed but modified traffic traces: A set of (partially) modified (real-
world) traffic traces was replayed.

— analytically assessed: No experimental setup. The signature quality was assessed
analytically.

If a system generates e.g. a signature that identifies allowed/approved actions/behavior,
an evaluation of its signature generation mechanism is actually done when evaluating the
attack detection mechanism. Further criteria to characterize the methodology used to
evaluate signature quality is:

Quality Assessment Setup. Parameters are the same as for the Signature

Generation Setup. If not stated otherwise, the network traffic for the assessment is
not identical to the network traffic used to generate the set of signatures. *
Measured Parameter. It can be either:

— FP: False Negatives

— FN: False Positives

— TP: True Positives

— TN: True Negatives

* Establishment of Ground Truth. Parameters can be either:

— manual analysis: Either the authors analyzed the network traffic manually to find the

number of attacks contained in it or they analyzed if the total set of traffic that the
signature/filter describes/filters contains only attacks.

— reference system: Either the number of identified attacks was compared to the number
of attacks found by a reference system or the attacks reported by the reference system
were

removed to “’sanitize” the traces.
— attack injection: A specific number of attacks were injected into network traffic.
— attack only: The network traffic consisted of attacks only.

4.4. Signature generation

Signature generation is the process of defining all the necessary characteristics of
a new thread to be able to detect a new occurrence of the threat, identify existing infected
hosts, and immunize against additional infections.
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This process is uniquely suited to the hybrid architecture as is required, sufficient
number of mentioned hosts to catch the threat early in its growth phase and sufficient
detailed behavioral analysis to identify previously unseen threats. We propose to use a
combination of host- and network based attack detection algorithms, namely Dynamic
Taint Analysis and Root Cause Analysis. The interaction between both systems is
depicted in Figure 5.

Traffic which is directed to the high interaction honeypot will be split and
redirected to a root cause analysis engine. This engine monitors the attack activity on the
network level, and generates an alert in case a new root cause is detected. For deciding
whether a root cause is novel or not, a central database will be contacted. In a second step
the alerts correlator matches the DTA and RCA alerts. Alert correlation can be done
based on simple timing information, i.e. when was an alert triggered. However, since the
alert generation time can differ significantly for RCA and DTA, it would be better to
correlate only alerts that were generated by the same network traffic. This is especially
important in case a sensor is attacked very frequently. Therefore, it is necessary that the
DTA system is able to identify the network traffic that was responsible for a generated

alert.
Redirected traffic
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Fig: 5 Signature Generations

4.5, True/ False Positive Ratio

True Positive Ratio (TPR) is a way showing how good the intrusion detection
is at alerting on real attacks. In our setting we use this to better performance. TPR is
obtained by the following formula:

TPR=TP/TP+FN
Where,
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TP= The number of alerts on malicious traffic,
FN= The number of missing alerts on malicious traffic.
TP+FN=The total number of intrusion is given by.

False Positive Ratio(FPR) shows the proportion of instances, which were not
an attack but still were alerted on. FPR is result of the following formula:

FPR=FP/FP+TN
Where,
FP=The number of alerts on benign traffic,
TN= The number of correct decisions on benign traffic.
FP+TN=The total number of no-intrusion

A perfect system would have TPR=1 and FPR=0. This would result in alerts only on
malicious traffic, and no alerts on benign traffic. The confusion matrix in figure 6
illustrates what FP, FN, TP and TN mean.

Alerts?

YES NO
¥ ous | TP RN
5 NO | pp N
<

Figure 6: Confusion matrix
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5. ESSENCE OF HYBRID HONEYPOTS
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honeypot
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unknown attacks | detect detect
0 Fals unknown unknown
LR attacks attacks
positive
+ () False
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and user bombs and time bombs
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6. CONCLUSION

Using hybrid honeypot, we achieve a number of goals. First, we need to
maintain only a small number of high- interaction honeypots since the portion of the
traffic will be routed to them is limited. All port- scan attempts or connection to port
that is not open will be stopped by low-interaction honeypots. Second, the high-
interaction honeypots will be placed in a monitored network. Thus if a honeypot gets
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infected, the infection rate will be controllable either through limiting bandwidth or
traffic reflection.
Also, since honeyd can emulate different machines running in a network, we can map
several machines which run the same operating system and similar services to a single
high-interaction honeypot. Finally, the addition of new services to the high- interaction is
facilitated we only should open appropriate port at the low-interaction honeypot and set
up the mapping.

Honeypots offer a unique perspective to defending networks by learning the

habits and techniques of the black hat at an additional cost of minimal network alert
reporting and monitoring time.
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