/

isrjournals y
L[]

International Journal of Advanced Research in Computer Science Engineering and Information Technology

Volume: 6, Issue: 3,Special Issue: 2 ,Apr,2024 ,ISSN_NO: 2321-3337

EFFECTIVE TRACKING OF FRAUDULENT ACTION FROM MULTI FUND
TRANSACTION USING BIG DATA AND MACHINE LEARNING

Sathish Kiran.V?, Mutharasan. R?, Venkatesh Reddy.V3, Mr.Vinayagam T. A%
123G Scholar-Dept.CSE, GRT Institute of Engineering and Technology Tiruttani,India.
# Assistant Professor-Dept.CSE, GRT Institute of Engineering and Technology Tiruttani, India.
joulasathish@gmail.com , mutharasan9345@gmail.com ,victoryvenky3012@gmail.com
*Corresponding Author: vinayagam.ta@grt.edu.in

Abstract

In scenarios involving cloud services, a key
challenge arises from the potential differences
in how cloud vendors isolate and connect
virtual machines across various cloud
networks. Our approach addresses this
challenge by prioritizing the tenant's needs,
allowing them to dictate their preferred
connectivity methods. We integrate Blockchain
technology into this project, enabling secure
and transparent data management. Our
implementation encompasses both Public and
Private cloud data storage, with Private storage
reserved for sensitive data while Public storage
caters to regular data needs. Specifically
tailored for the banking sector, our system aims
to analyze user behavior while safeguarding
personal information. It achieves this by
aggregating and monitoring all  user
transactions, including banking activities, land
registrations, gold purchases, and any cash
transactions exceeding Rs. 20,000.

Keywords: Cloud services, virtual machines,
cloud networks, tenant-driven approach, Block
chain technology, banking system, user
behavior, personal identification, transactions,
integration, sensitive data, transparency.

1. Introduction

Dirty money is cash earned or acquired through
illegal means, often tied to criminal activities.
Tax evasion involves the process of making this
dirty money appear legitimate, or "clean." In
many countries, combatting crime includes
prioritizing efforts against tax evasion.
Governments have historically relied on
enacting specific laws, such as the Tax Evasion
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Control Act and the Proceeds of Crime Act, to
deter tax evasion. However, while these laws
may increase the difficulty of tax evasion and
provide some preventive measures, they are not
always effective at detecting tax evasion in
action. Consequently, the task of anti-tax
evasion often demands significant manual labor
from specialists trained in this field. Today,
with the advancements in machine learning and
big data analysis, there are new opportunities to
streamline anti-tax evasion efforts. However, to
date, no existing methods adequately address
this issue. This work aims to fill that gap by
developing an intelligent approach to identify
suspicious tax evasion activities, thereby
reducing the manual effort required for anti-tax
evasion measures.

2. Related Work

To explores different crimes associated with
Bitcoin. It particularly focuses on detecting Tax
Evasion by examining mixing services, which
are often utilized for Tax Evasion. This
detection method is an integral part of the anti-
money laundering (AML) strategy. By
analysing transaction sample data involving
mixers, we can identify if these services are
employed in specific transactions. Tax Evasion
with Bitcoin is commonly employed to evade
fund tracking in illicit activities, making it
crucial to analyse for situational awareness in
fund tracking [1].

Tax evasion is when people avoid paying taxes,
often by doing illegal things. Many countries
think it's important to stop tax evasion. But it's
hard because money launderers split their dirty
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money and move it around through different
bank transfers or buying and selling things.
Finding tax evasion manually is tough. So, this
project creates a smart way using machines and
data analysis to find suspicious accounts that
might be evading taxes. First, it finds all the
suspicious accounts. Then, it looks deeper to
find the most suspicious ones. When tested with
Bank Sino Pac’s data, this method found 26.3%
of the tax evasion cases in the first phase, which
is three times better than what the law in
Taiwan could do (8.6%). Later, in the second
phase, it could be even more accurate, up to
87.04% [2].

Virtual currencies, like Bitcoin, are becoming
more popular, but they're also linked to tax
evasion. Governments worldwide are trying to
fight tax evasion, but many worry about how
virtual currencies contribute to the problem.
Some cryptocurrencies, such as Bitcoin, make
it easier for criminals to avoid paying taxes
online  because they're  decentralized,
anonymous, and transactions can't be reversed.
This paper explores how efforts to stop tax
evasion clash with the rise of cryptocurrencies
like Bitcoin. It also examines the case of
Liberty Reserve to show the difficulties these
currencies bring [3].

This paper discusses using computer methods
to process financial data as a practical way to
reduce various crimes in the financial sector. It
introduces a new method called Adaptive
Neuro-Fuzzy Inference System (ANFIS) to
identify Tax Evasion in banks and currency
exchanges. This method, implemented through
MATLAB software, offers an alternative to
traditional approaches for detecting Tax
Evasion in suspicious banking transactions. It
can also be used online within banking systems
to analyze customer account data and monitor
the risk of Tax Evasion in currency exchanges.
One key advantage is its ability to categorize
different types of customers. [4].

Tax evasion, also known as money laundering
(ML), involves the process of cleaning illicit
funds to obscure their origin. Detecting
instances of tax evasion poses a significant
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challenge due to the vast volume of financial
transactions occurring daily in the global
market. This paper introduces a new approach
to identifying tax evasion transactions within
extensive financial datasets efficiently and
accurately. Our proposed framework employs
case reduction techniques to progressively
shrink the dataset size. Subsequently, it
examines the reduced data to identify pairs of
transactions sharing common attributes and
behaviours indicative of potential involvement
in money laundering activities. Furthermore,
the framework utilizes clustering methods to
uncover potential money laundering groups.
Preliminary experimental results are presented
to illustrate the efficacy of our proposed
framework [5].

3. Objective

The main goal of our project is to detect any
signs of money laundering, which is when
people try to disguise illegal money by making
it seem like it comes from legal sources. We'll
carefully examine all their financial activities,
including their transactions in banks and other
financial institutions. If we notice anything
unusual or suspicious, we'll mark those
individuals as potentially involved in illegal
activities. Our next step will be to inform the
government about these findings so they can
conduct further investigations. By doing this,
we aim to play our part in preventing financial
crimes and maintaining the trust and security of
the financial system.

4. Proposed System

Our proposed system combines public and
private cloud data storage for enhanced security
and accessibility. The private cloud is reserved
for storing sensitive information, while the
public cloud handles regular data. This system
is tailored for banking operations, where we
aim is to analyse user the behaviour
comprehensively, if utilizing  personal
identification. By integrating transactions such
as banking activities, land registrations, gold
purchases, and cash transactions exceeding Rs.
20,000, we can provide users with a holistic

Page 1845




/

isrjournals y
]

International Journal of Advanced Research in Computer Science Engineering and Information Technology

Volume: 6, Issue: 3,Special Issue: 2 ,Apr,2024 ,ISSN_NO: 2321-3337

view of their financial interactions. The system
offers several advantages, including a tracking
system for property purchases, notifications for
income tax payments, and secure cloud storage
for both public and private information. This
approach ensures transparency, compliance,
and data protection in banking operations,
ultimately benefiting both users and financial
institutions.

5. Architecture Diagram
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Fig.5.1.Architecture diagram

The overall architecture of the project begins
with users registering their basic information
along with their Aadhar number. Once
registered, users can carry out transactions
using their bank accounts to purchase gold or
land. These transaction details are stored
securely on both the block chain and cloud
platforms. In the cloud, the information is
organized into three folders: gold, land, and
bank transactions. Utilizing Big Data
technology, the stored data is analysed using
Map Reduce to identify transactions exceeding
Rs. 20,000. These findings are then forwarded
to the Reserve Bank of India (RBI) for further
scrutiny and action.

6. Algorithm
6.1 Asymmetric Key Encryption

Asymmetric key encryption is a way to keep
information secret using two different keys.
One key is public, meaning everyone can see it.
The other key is private, meaning only one
person knows it. When someone wants to send
secret information, they use the receiver's
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public key to encrypt it. The receiver then uses
their private key to decrypt and read the
message. This method ensures that only the
intended recipient can read the encrypted
message, even though the public key used to
encrypt the message is available to everyone.
It's like having a special lock that only one key
can open, even though everyone has the other
key.

Asymmetric Encryption

Public Key Private Key

Fig.6.1.Asymmetric key encryption Diagram
6.2 Digital Signature

A digital signature algorithm is a method used
to create a unique electronic signature for
digital documents or messages. It works by
generating a cryptography code based on the
content of the document or message, as well as
a private key held by the signer. This code,
known as the digital signature, verifies the
authenticity and integrity of the document or
message. When someone receives a digitally
signed document, they can use the signer's
public key to verify that the signature matches
the content and that the document has not been
altered since it was signed. Digital signature
algorithms  ensure  the  security and
trustworthiness of electronic communications

and transactions.

. Private Key Digital Signature .

- A

Verification of

Digital Signature

Fig.6.2.Digital Signature Diagram
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6.3 SHA 256

The SHA-256 algorithm is a type of
cryptography hash function that generates a
fixed-size output (256 bits) from input data of
any size. It is widely used in digital security
applications to ensure data integrity and
authentication. The algorithm processes input
data through a series of mathematical
operations, producing a unique hash value that
serves as a digital fingerprint for the original
data. This hash value is extremely difficult to
reverse-engineer, making it suitable for
securely verifying the integrity of files and
messages, as even a small change in the input
data will result in a vastly different output hash.

69433 a535b

Fig.6.3.SHA 256
6.4 Merkle Hash Tree

A Merkle Hash Tree is a cryptography
algorithm used to efficiently verify the integrity
of large data sets or files. It works by organizing
the data into a tree structure, where each leaf
node represents a small piece of the data, and
each non-leaf node contains a hash value
computed from the hash values of its child
nodes. These hash values are then recursively
combined until a single hash value, called the
root hash or Merkle root, is obtained. This root
hash serves as a unique fingerprint for the entire
data set, allowing for quick and secure
verification of its integrity. If any part of the
data is altered, even a small change, it will
result in a different root hash, signaling
potential tampering. This makes Merkle Hash
Trees particularly useful in ensuring the
authenticity and reliability of large-scale data
storage and transmission systems.
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Fig.6.4.Merkle Hash Tree

7. Implementation

06073 ba57b 36938 . .
Heaven Hash Function 786da ed820 cbdf 7.1 User Registration

i In this module we are going to create a User

66dad 13p8d 9d83f application by which the User is allowed to
Heaven Hash Function 34770 8143 82760 access the data from the Server. Here first the

User wants to create an account and then only
they are allowed to access the Network. Once
the User create an account, they are to login into
their account and request the Job from the
Server. Based on the User’s request, the service
Provider will process the User requested Job
and respond to them. All the User details will
be stored in the Database.

Register
the details

Stored

User 1| Y wih

Fig.7.1.User Registration

7.2 Bank Server

Bank Service Provider will contain information
about the user in their Data Storage. Also the
Bank Service provider will maintain the all the
User information to authenticate when they
want to login into their account. The User
information will be stored in the Database of the
Bank Service Provider. To communicate with
the Client and with the other modules of the
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Company server, the Bank Server will establish
connection between them. For this Purpose we
are going to create a User Interface Frame.

Bank
server

User

Fig.7.2.Bank Server

7.3 Land Registration and Gold
Purchase

In this module we implement land registration
and purchased details to be monitor. Here, user
name, land documents, price and selling price
land. And also we monitor the gold purchase of
every user and all other property details will be
monitored based on user’ Id.

Land
regsiter
Purchase
gold

Fig.7.3.Land Registration and Gold Purchase

7.4 Cloud Deployment

User will upload their data to the cloud server
and request for a particular file is send to cloud
server. To deploy our system we use drop box
cloud storage to store our details. Here we store
sensitive and normal information on private and
public cloud server respectively.

Fig.7.4.Cloud Deployment
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7.5 Block chain Deployment

A block is a container data structure. The
average size of a block seems to be 1MB
(source). Here every certificates number will be
created as a block. For every block an hash code
will generate for security. Here we store all
transaction information like land purchase, gold
purchase and all other purchasing details will
stored on block chain. For every transaction we
a block will create with hash code to refer the
other block. Transaction detail will be more
secure on block chain.

Store on
hlock
chain

Tser {ransaction

Fig.7.5.Block chain Deployment

7.6 Big data Analysis & Black Money
Notification

Throughout all transaction here we monitor
proper payment of tax payment. Because, more
number of forgeries were made on purchasing
of land, people shows a fake price for land
purchase and gold purchase. So , in this module
we get the details of purchasing rate more than
20K . If user purchasing rate is increased more
than 20K, system will alert the income tax
notification to the user. Using aadhar number
we can monitor all bank transaction also.

Fig.7.6.Big data Analysis & Black Money
Notification
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8. Experimental Results

12345

BTN pacx

Fig 8.4. Add Bank Details

TRANSACTION PROCESS
ADD USER

Fig 8.2. Table for Transaction Process

REGISTER

) "l - .
&and (Registralion
SELLER-AADHAAR NO -

BUYER-AADHAAR NO : 123456789123

LAND LOCATION :
LAND-SQ FEET :
LAND DOC -NO :

PROPERTY-VALUE :

TRANSACTION MODE :-
ACCNO :

PIN :

e o

Fig 8.3. Shows Registered Successfully
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Fig 8.6. Shows the Admin Policy
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9. Conclusion & Future Work

Thus the paper infer that we provide an tracking
system while purchasing gold or any asset
above 20k. Now a day’s forgeries level is
increasing in smarter way so to provide security
we track the money using blockchain
technology.
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