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ABSTRACT—The movement from wired network to wireless network has been a trend in the past 

few years. Comparing to other wireless networks MANET is important one. MANET Contains the 

collection of mobile nodes or computers with a wireless transmitter and receiver that communicate 

with each other. MANET is a self-configurable and has automatic IP configuration features with 

several independent nodes. Due to this MANETS are used in applications like military and in 

natural disasters. Security measures play an important role in all these applications .Hence it is 

necessary to include intrusion- detection system for MANETs. The existing techniques in finding the 

malicious nodes in the presence of false misbehave report using the three parts of EAACK schemes 

namely ACK, S-ACK, MRA. These are all acknowledgement based schemes. The cryptography used 

in this schemes are DSA and RSA for authentication process. Due to the network overhead caused 

by the DSA and RSA we propose a cryptography algorithm called DSAB. It takes less no of bits for 

the encryption and verification process. 
 
Keywords— MANET, ACK, S-ACK, MRA, DSA, RSA, DASB 
 
1, INTRODUCTION 
 

Mobile Ad hoc Network (MANET) is a kind of communication network which is 

different from the traditional wireless network due to its characteristic of no central 

administration. It is a self-configurable and autonomous network, and consists of several 

independent nodes. MANET in recent years not only seen widespread use in domestic and 

commercial application areas but also becomes the focus of intensive research. Mobile Ad 

Hoc Networks (MANETs) are wireless networks in which the mobile nodes exchange 

information without the help of any predefined infrastructure. In such networks also called 

spontaneous networks, the nodes collaborate to provide the basic network services. Due to 

their communication type and resources constraint, MANETs are vulnerable to diverse 

types of attacks and intrusions. MANET is capable of creating a self-configuring and self-

maintaining network without the help of a centralized infrastructure, which is often 

infeasible in mission critical applications like military conflict or emergency recovery. 
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Minimal configuration and quick deployment make MANET ready to be used in 

emergency circumstances where an infrastructure is unavailable or unfeasible to install in 

scenarios like natural or human-induced disasters, military conflicts and medical 

emergency situations. Thanks to these unique characteristics, MANET is becoming more 

and more widely implemented in the industry. However, considering the fact that MANET 

is popular among mission critical applications, network security is of vital importance. 
 
2, Existing System 

 

The existing system is consisted of three major parts namely ACK, secure ACK (S-ACK), 

and misbehavior report authentication (MRA). Digital signature algorithm (DSA) is 

incorporated in this EAACK scheme since they are acknowledgement based schemes. 
 
2.1 ACK 

 

ACK is end to end acknowledge scheme to reduce network overhead when there is no 

misbehavior is discover. In fig. 1, in this mode node s sends an ACK packet to P1 to the 

destination node D. If the intermediate nodes along the route between S and D are 

cooperative the node D successfully receives the packet and D needed to send back the 

ACK acknowledgement packet Pak1 then the transmission from S to D is Successful. Else 

the node S should switch to S-ACK mode to detect the misbehaving nodes in the route. 
 
2.2 S-ACK 

 

In S-ACK mode the consecutive nodes like E1, E2, E3 work in group to discover the 

misbehaving nodes in the MANET network. Node E1 sends out the S-ACK packet to E3 

through the intermediate node E2.The node E3 need to send back the S-ACK 

acknowledgement packet to E1. If the node E1 does not receive the S-ACK 

acknowledgement packet within the predefined time both E2 and E3 are marked as 

malicious. The misbehavior report will be generated by the E1 and send to the source node 

S. The source node immediately trusts the misbehavior report so EAACK need the source 

node to switch to MRA mode and confirm this misbehavior report. 
 
2.3 MRA 

 

The MRA scheme is to authenticate whether the destination node received the reported 

missing packet through a different route. To start the MRA mode, the source node searches 

its local base and seeks for an another route to destination route. If no other route exists, the 

source node starts a DSR routing used to find another alternative path. When the 

destination node receives the MRA packet, it finds the local knowledge base and compares 

if the reported packet was received. If the packet is already received then that is the false 

misbehavior report and who ever created this report is declare as malicious. Else the 

misbehavior report is trusted and accepted. 
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2.4 Digital Signature 

 

EAACK is an acknowledgement bases IDS. All the parts of EAACK are acknowledgement 

based schemes. They are based on acknowledgement packets to detect the misbehavior in 

the MANET. It is extremely vital to ensure that acknowledgement packets in EAACK are 

authentic and confidential. If the attackers smart enough to forge acknowledgement 

packets, these three schemes will be vulnerable. So we incorporated digital signature in our 

existing system. To bring the integrity of the ID, EAACK requires all packets to be 

digitally signed before they encrypted and verified. However the extra resources are needed 

due to the digital signature in the MANETs. To solve this problem in the existing scheme 

they implemented both RSA and DSA. 
 
4, Proposed System 

 

4.1 DSAB 

 

To avoid the network overhead caused in existing system by using DSA and RAS , we 

have introduced another hybrid security by using the Digital Signature and Blowfish 

Algorithm and compared the its performance with the existing algorithms. We have chosen 

DSA for authentication purpose and Blowfish algorithm for encryption. 
 
4.2 Digital signature Algorithm 

 
Digital Signature Algorithm (DSA) is based on logarithmic computations and therefore 
hard to break in. They divide into four categories. 
 

 

 Global public key component (P, Q, G): P is a prime number where P ranging 
from 512 < L < 1024 and integer multiple of 64. Q is a prime divisor of (p-1). 
G is a generator of the subgroup of the order Q mod P such that 1 < G < P. 



 Users Private key (X): X is a random integer ranging from 0 < X < Q 



 Users Public Key (Y): Y = G 
X

 mod P 


 Users per message secret number (K): K is a random or pseudorandom integer 

ranging 0 < K < Q 
 
 
 
 

DSA algorithm has two stages. In the first stage, message is signed by the sender. The 

signature (r, s) along with the message (M) is transmitted to the receiver. The receiver 

receives the triplet of {M’, r’, s’}. The second stage occurs at the receiver side by verifying 

the signature of the message. The functions used in different stages are shown in Table 1. 
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Table 1. Functions used in DSA 
 

 r= F2( K, p, q, g) = (g 
k
  mod p) mod q 

Signing  

 s= F1(H(M), X, r, q, K) = (K
-1

  (H(M) + 
 X))mod q 

 Signature= (r, s) 

 W =  F3( s’, q)= (s’) 
-1

 mod q 

Verification V = F4(y, p, g, w, r’, H(M’)) = [(g
[h(M’)w]mod

 

 
q
 y 

(r’)w mod q
) mod p] mod q 

 Test V= r’ 
 

 

4.3 Blowfish Algorithm 

 

Blowfish a symmetric key block cipher using 64 bits of data blocks and a variable size key 
maximum up to 448 bits. It included in a large number of cipher suites and encryption 
products. Blowfish provides a good encryption rate in software and no effective 
cryptanalysis of it has been found to date. The prime characteristics of Blowfish algorithm 
is that it includes key dependent S-boxes and has a complex key schedule which makes the 
algorithm stronger. 

 

 

4.4 Encryption 

 

The figure.1shows the action of Blowfish. Each line represents 32 bits. The algorithm 
keeps two sub key arrays: the 18-entry P-array and four 256-entry S-boxes. The S-boxes 
accept 8-bit input and produce 32-bit output. One entry of the P-array is used every round, 
and after the final round, each half of the data block is XOR with one of the two remaining 
unused P-entries. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.1 Blowfish Algorithm 
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The figure.2 shows Blowfish's F-function. The function splits the 32-bit input into four 
eight-bit quarters, and uses the quarters as input to the S-boxes. The outputs are added 
modulo 232 and XOR to produce the final 32-bit output. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig.2 Round function F in Blowfish algorithm 
 
4.5 Decryption 

 
Decryption is exactly the same as encryption, except that P1, P2,…..P18 are used in the 
reverse order. This is not so obvious because XOR is commutative and associative. A 
common misconception is to use inverse order of encryption as decryption algorithm (i.e. 
first XOR P17 and P18 to the cipher text block, then using the P-entries in reverse order) 

 

5, MERGING OF BLOWFISH AND DSA 

 

In wireless network environment messages are transmitted in form of packets. The attacks 

in the MANET are due to basically change or modification in data and unauthorized mobile 

node interception. So it is vital to utilize the both authentication and encryption. The sender 

encrypts the data packet using the Blowfish algorithm. The encrypted data is then digitally 

signature by the sender where a random number is generated per message and keep secure 

or secret. So unauthorized one cannot break through it as the secret number is unknown to 

the third party. The gain access to the message the third party must need the secret number. 

So authentication and encryption both are utilized to make the transmission secure enough. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig.3 Working of DSA in Routing 
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6, CONCLUSION AND FUTUREWORK  
From the above discussion, we can state that the DSAB approach can avoid network 

overhead by using limited bits for key generation. And also DSAB is quite efficient to 

defense the security attacks along with low power consumption. The future work is to 

eliminate the pre-distributed keys using key exchange mechanism. 
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